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NAME
HylaFAX - introduction taHylaFAX server operation and file formats

DESCRIPTION
HylaFAX is a system for sending and redgeg facsimile. Itsupports queued transmission and asyn-
chronous reception oa€simile. Ancillaryprograms are iroked by the system for flexibility and config-
urability. HylaFAX includes client and server programs to support remote submission of jobs for transmis-
sion, remote rem@ of queued jobs, and to remotely query the status of jobs queued for transmission.
This document describes thegamization of the filesystem spooling area in whidplaFAX sener and
server-related processes operate, and introduces the various files that reside in the spooling area.

OVERVIEW
The spooling area is typically located under the direchemy/spool/hylafax Ancillary command scripts
used by the server prograrfiesq(8C), faxsend8C), pagesend8C), andfaxgetty8C) are located in thiein
subdirectory Configuration, access control, and accounting information are maintainedeatc tired con-
fig subdirectories. Outgoinjgbs are described by files in thendgsubdirectorywhile receved facsimile
are deposited in thecvq subdirectory The docq andtemp subdirectories are also used in the preparation
of outbound jobs; the latter holds files that may be freelggzuwhile the former holds client files that may
reside on the server independent of an associatedTjuddoneq subdirectory holds jobs that e oom-
pleted but hee rot yet been purged or argbd. Onsystems with job arctd support, completed jobs that
have keen archied are placed in tharchive subdirectory The pollq subdirectory holds documents that
are aailable for polled retrieal from the sergr. Theinfo subdirectory contains files that describe the capa-
bilities of facsimile machines thatylaFAX has called-this information is used in preparing documents for
transmission. Thetatus subdirectory contains files that serprocesses write their current statusToe
log subdirectory contains logging information about send andvweaessions. Thelient subdirectory
containsFIFO special files used for communication wigxg.

HylaFAX supports multiple modems on a hogt.single process acts as central queueing agent for all out-
bound jobs. Typically each modem also has a server process that monitors the modem status and handles
inbound phone callsPermodem server processes communicate with the central queueing agent using
FIFO special files; semknod?2) or mkfifd2). Any other synchronization between server processes is done
using file-level locking. The faxq process listens for commands written to the file nafié®, while

each faxgettyprocess listens for commands written to agmsice file named-1FO .devid(wheredevidis

an identifier detied from the name of the device special file to which the modem is connectettymg.

for /dev/ttym2term_10for /dev/term/10 To send a command to the queueing agent, one writE§0 .

This is useful, for example, for submitting a job for transmissi®o.snd a command to a specific
faxgettyprocess, th&IFO .devidfile is used.

Client applications interact with ldylaFAX sener machine using a communications protocol implemented
by the hfaxd8C) program. The hfaxd program is typically started at system startup; it listens for client
requests for service and creates a process for each difawtd supports the submission of outbound jobs,
guerying the status of the send and neze@jeues, and altering parameters of previously submitted jobs.
The hfaxd processes communicate with tifi@xq process througlfIFO special files. Commands sent to
faxqare sent td&-IFO and responses are ree® on FIFO files that eactinfaxd creates in thelient subdi-
rectory.

SETUP
EachHylaFAX sener machine must run tHaxsetu8C) command prior to starting tpylaFAX sener pro-
cesses. faxsetupverifies that theHylaFAX software has been installed correctly and that jperameters
that were specified at the time the software was built are appropriate for the system.

SENDING
Each outgoing facsimile job has a job description file that is located isetidy subdirectory This file
contains all the information necessary to manage the transmissiosgrd@5F). Theactual documents
that are to be sent are usually located indiber subdirectory (though it is also possible to reference docu-
ments from theecvq directory). HylaFAX accepts BSTSCRIPT, PDF, PCL, and TIFF documents for trans-
mission (support foPCL documents requires an external applicatidbpcuments are automatically con-
verted to TIFF/F documents prior to transmission according to the capabilities of the reausienife
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machine: maximum page width and length, ability to handle 2D-encoded data, and ability to handle high
resolution (7 line/mm) data. This remote machine capability information is stored in filednifotlsabdi-

rectory If a machine has not been called befdfg)aFAX assumes the remote machine has the requested
capabilities. Ifa capabilities mismatch is detected while sendingasimileHylaFAX will disconnect and
re-corvert the submitted documents according to the newly desed capabilities. Users may also restrict

the session parameters used to format documents on a per-job basis.

The actual transmission is handled bfagsend8C) process that is initiated by the schedulBmis pro-
gram may be substituted for by specifying FexSendCmdconfiguration parameter in thiaxq configu-
ration file.

While a job is being processed by a server process, its job description file is lockeduswe use with
flock(2). Thehfaxd8C) program uses this information to tell if a job is\atyi being processed.

If the SessionTracingparameter in a see¥'s configuration file is non-zero, then tracing information for an
outgoing job will be logged in a file in tHeg subdirectory Each destination machine has a separate log
file named by its canonical phone number.

The remote job submissioadility includes host and user access control. Thefdéosts.hfaxdmust be

present and list those hosts and users that are permitted to queue jobs for transmission or do other opera-
tions that alter the status of a joNote that it is necessary to include the “local Hadfinition (usually
127.0.0.1) if local submission is to be permitt&@r more information consutiosts.hfax¢bF).

If an error is encountered during transmission and a subsequent retransmiggtbnat include the origi-
nal cover page, therHylaFAX can be configured to generateantinuation cover pgethat is prepended to
the retransmitted pages. Suclvagpages are usually generated by birgmkcover command; though the
exact command to use can be specified in the configuration file rédagdoy

HylaFAX can be configured to generate a line of status information across the top of each page of an out-
bound &csimile. Thisnformation, termed &tagline”, typically includes the sendaridentity (i.e. phone
number), the time and date of the transmission, and the page nufhigeexact format of the tagline is
configurable and applications cawegide the dedult configuration parameters on a per-job babiste

that in the United States thewlaequires that a tagline that identifies the sesdgrbne number must
appear on each transmitted page of facsimile.

Facsimile transmitted to reogdrs that accept variable-length pages mayehort pages'thopped . That

is, if a page has a significant amount of trailing whitespace and theeremm=iepts variable-length pages

then only the top part of the page will be transmittéaxq can be configured so that only the last page of
each document is potentially chopped, all pages are potentially chopped, or chopping is disabled. The min-
imum whitespace threshold is also configurable. Applications earide the default configuration
parameters on a per-job basis.

RECEIVING
faxgettysener processes can be configured to answer incoming phone calls and automaticadiyfaecei
simile. Receied documents are placed in thecvq subdirectory agIFF Class F files.The faxgettypro-
cesses can be configured to m#iese files publicly accessible, oryhmn be made prate in which case
an administrator must manage their d@ly and/or the assignment of ownership to particular usaftsen
a facsimile is recekied, the faxgettyprocess usually wokes the bin/faxrcvd command; though thexact
command to imoke an be specified in the per-modem configuration file. Thaultafotify command is a
shell script that sends a mail message to a well known thedfaxMaster, but one might also, forxam-
ple, automatically spool the document for printing.

HylaFAX supports a simple form of access control for receivatgifnile. Eachfaxgettyprocess may be
configured to check the Transmission Subscriber Identifies§ ¢f the remote fax machine against an
access control list, typicallgtc/tsi. Only if the TSI is matched by a grilar expression pattern in the file, is
the remote machine permitted to transmit a documéhis mechanism can be used, for example, to guard
againstunk fax

HylaFAX can be configured to doopy quality beckingon receved facsimile data.When this feature is
enabledfaxgettydecodes and analyzes the reedifacsimile data as it is reved. If data is receed with
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too mary errors, according to the setting of thlaxConsecutveBadLines andPercentGoodLinesconfig-
uration parameters, then the sender will be told to retransmit the péigen coy quality checking is
enabled it is also possible to force reedifacsimile data to be ged with a different compression scheme
than was used for transmissiofhis function is known afranscodingand can significantly reduce the
space needed to store reedifacsimile.

POLLING
HylaFAX supports the polled retrid of facsimile documents. Documents that are keckebecause of a
poll request are stored in thiecvq subdirectory and also dedired directly to the requester using the
bin/pollrcvd command; though the exact command tolke an be specified with thedlRcvdCmd con-
figuration parameterThe pollrcvd script typically encodes the binary facsimile data and returns it to the
user via electronic mail.

INBOUND CALL HANDLING
In ervironments where Caller-1D information isaiable, HylaFAX also supports a call screeniragility
similar to theTSI access controlatility. faxgettycan be configured to check the phone number of each
caller against an access control list, typicatlg/cid. Only if the number is matched by agrdar expres-
sion pattern in the file is the call answered. All Caller ID information is loggedaidiess of whether or
not it is used to screen incoming calls.

faxgettyis also capable of usingdjstinctive ringinformation to identify whether an inbound call isice,
data, or &x. Consultthe RingData, RingFax, and RingVoice parameters irhylafax-configsF) for a
description of this facility.

DATA CALLS
Most fax modems also support non-facsimile communicatidglarAX uses the locking mechanism
employed byuucp1C), cu(1C), slip(8C), andppp(8C). Ary faxgettyprocesses will transparently “get out
of the way” when an application wants to use a modem for an outgoing call. In adé#ititaFAX can be
configured to deduce whether an incoming call is for facsimile or data use. If a call from a data modem is
recognized and th&ettyArgs parameter is specified in the configuration fitaxgettywill invoke the
getty(8C) program so that caller may login to the system. Similar functionality is edsabde for in/ok-
ing a “voice getty’ process, though auto-detection of inbound voice calls is less extensi

STATUS
HylaFAX maintains status information invaeal forms. General status information for each server process
is maintained in thetatus subdirectory and returned to users by fiwesta{l) program. The syslod3)
facility is used by all seer processed for logging status and error diagnostics. The server processes may
also be configured to log various kinds of debugging and tracing informationthe.SerwerTracing
parameter description mylafax-config5F).

Any problems encountered when transmittingesfmile are described in messages returned to the user by
electronic mail. A user may also request notification by mail when a job is requeued; for example, because
a all failed. Notificationby electronic mail is implemented by th&/notify command script; though the
name of the script may be@ridden with theNotifyCmd configuration parameter.

The faxstatutility provides (remote) status of jobs queued for transmission, jobvedcand the general
status of server processes.

The fileetc/xferfaxlog contains status information about all facsimile sent andweten a nachine. This
file is in a simpleASCII format that is easy to manipulate with programs suchvagl), to generate
accounting information.Seexferfaxlogd5F) for information about the formatSeexferfaxstaté8C) and
recvstat$8C) for example scripts that print summarized accounting information.

Finally, the hfaxd process supports &emt monitoring facility that can be access via févevatci{8C) pro-
gram. Thisfacility permits clients to register interest in variowgrds and recee “realtime notification’
when such eents occur on the seev Using this &cility it is/should-be simple to construct applications
that do things lik nonitor modem status and use.
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MODEM STATE CHANGES
In normal operation each modem is managed biylaFAX sener process such daxgetty These pro-
cesses communicate with the central scheduler process to notify it when a modem is readyusy fise, b
outbound use, or possibly in an unusable state (either purposelgdnariailable or potentially found to
be wedged).Modem usage can be explicitly controlled with fhrstat¢8C) program.The faxconfig8C)
program can also be used to dynamically endkanges to configuration parameters that may cause a
modem to be treated differently (e.gettingRingsBeforeAnswerto zero will caus€axgettyto not answer
incoming calls).

When HylaFAX is used in a send-only configuration there arefaxgettyprocesses and communication
must be done directly with thiaxqprocess. Thdaxstateprogram can still be used to manipulate modem
use for outbound jobs but tHaxconfigprogram is not frequently needed.

JOB SCHEDULING
Outbound jobs are scheduled by a single process. JobsaHacheduling priority’ that is assigned at the
time the job is submitted. This priority can be changed wtiare the job is not aately being processed
using thefaxalter(8C) program.A job’s <heduling priority may also be altered Eaxqin response to cer
tain scheduling\ents (e.g. after a failed attempt to send).

Modems are assigned to outbound jobs if ttre deemed ready for use. Modem readiness is usually com-
municated tofaxq by permodem faxgettyprocesses. la £nd-only environment leever this is not pos-
sible; instead modems configured for use wakmodenare considered whys ready for use unless the

are presently assigned to an outbound job or their state is explicitly changed throfaysttté8C) pro-
gram (faxstatecan also be used in a send-recv environment).

Each modem has a “modem priorityn the range [0..255]Modems with a lower priority number are
assigned to outbound jobs firdtdlodem priority is statically configured through configuration files, the
faxmodemprogram, and thdaxconfigprogram. Ifmultiple modems share the same priority value, then
faxq(8C) will allocate jobs to them in a round-robin fashion.

JOB MANAGEMENT
Outbound jobs are considered to be in one wérak states that reflect their treatment by the central
scheduling process. Jobs are initially created sngpendedtate, and may be returned to this state wat an
time that thg are not actrely being processed (e.g.faxsendprogram is running to process the jobdhbs
that are suspended are not processed by the scheduler; and their internal state may be safely altered by the
owner or a system administratodBuspending and then releasing a job has the effect of requeueing the job,
meaning that it will end up at the bottom of queue for thasjpiidrity. Jobs that are ready for processing
by the scheduler aréstibmitted’ and their state is changed to be eitlpending(delayed waiting for a
future time to send)sleeping(delayed waiting for a scheduled timeouilodked (delayed by concurrent
actiity to the same destination), ceady (ready for transmission, aiting only for aailable resources).
When a job is actely processed by théaxsendprogram its state is magll active Jobs that hee com-
pleted, either successfully or unsuccessfully are placeddionastate and their job description files are
moved to the doneq subdirectory Clients may still access the state of jobs that are done; uftlearer
process’either purges them from the system or arehitheir state.This delayed remal of a completed
job’s gate permits clients to resubmit failed jobs using previously transmitted documents and other job state
information. Theexact mechanics of o and when done jobs are processed is system-dependent; for
example, hav long a job is left in the done queue before beinggairand whether job arefl support is
present.

CONFIGURATION
HylaFAX sener programs read configuration information from a configuration Kileltiple files are used,
one for thefaxq program and one for each modem. Long-running server programs all automatically re-
read their configuration file if it is modifiedTypically this re-reading is done frequently enough that
administrators do not need to beaee of exactly when it takes placélowever in some esoteric cases the
file may not be read when expected (the one important case is tHakg®ttyprocess reads its configura-
tion file only when answering a call or when resetting a modem; this means that it will not recognize
changes when the modem is idle).

In addition to the static configuration fileldylaFAX sener programs accept commands on thHeifO
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special files to alter configuration parameters in the runniagugable (th€faxconfig8C) program can be
used to dynamically change configuration parametésalues set in this way heever are lost when the
process exits or if the configuration file is re-read.

NOTES
Automatic routing of incoming facsimile is desirable.
FILES
FIFO fifo for job submission
FIFO.<de&id> fifo for communicating with a faxgetty process

{usr/local/sbin/faxinfocommand that prints information about veddiacsimile
/usr/local/sbin/faxquitcommand to force server to quit

bin/faxrcvd fixd command for handling newly reesd facsimile
bin/mkcover faxd command for generating continuatione@ages
bin/notify faxd command for doing user notification
bin/pollrcvd faxd command for dedering facsimile recefed by poll
bin/ps2&x faxd command for camerting POSTSCRIPTtO TIFF
docg/doc* documentavailable for transmission
etc/setup.cache sawsetup file created gxsetup
etc/cid callerid access control list
etc/config.<deid> configuratiordata for <devid>
etc/hosts.hdxd hostghat may submit jobs for transmission
etc/tsi fix machine recee access control list
etc/xferfaxlog logof facsimile sent and recsid
info/* database of remote fax machine capabilities
client/* FIFO special files created by client processes
config/* prototypeconfiguration files used tpxaddmodem
log/* sessioriogging records
recvg/bx* receved facsimile
sendq/qg* descriptionsf jobs queued for transmission
doneg/qg* descriptionef jobs that are done
status/* sergr status information
tmp/* temporaryfiles created when submitting a job
archive/* databasef archived jobs

SEE ALSO

faxsetu8C), fax(8C), faxgetty8C), hfaxd(8C), faxsend8C), faxrcvd(8C), faxconfig8C), faxmodenBC),
faxstat€8C), notify(8C), pollrcvd(8C), recvstatg8C), xferfaxstaté8C), archive(5F), hylafax-configsF),
dialrules(5F), doned5F), hosts.hfax@F), hylafax-infq5F), hylafax-lod5F), tsi(5F), recvg(5F), sendq5F),
statug5F), xferfaxlog5F),

Extensve documentation is\ailable in online at http://wwvinylafax.og/. Mary of these materials are also
included in the software distribution.
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